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REPREZENTANTII GUVERNELOR STATELOR MEMBRE ALE UNIUNII EUROPENE,
REUNITI IN CADRUL CONSILIULUI

Intrucit:

(D

@)

3)

Statele membre ale Uniunii Europene (denumite in continuare ,,pértile”) recunosc faptul ca
o consultare §i o cooperarea deplini si eficace poate impune schimbul de informatii
clasificate intre parti in interesul Uniunii Europene, precum §i intre parti si institutiile
Uniunii Europene sau agentiile, organismele sau oficiile infiintate de acestea.

——

atititlirea unui cadru general coerent

Pirtile impértisesc dorinta comund de a contribyj
si cuprinzdtor pentru protectia informatiilor cl %cglxc;:émise d'é;x_.pérti in interesul Uniunii
Europene, de institutiile Uniunii Europene sau&\&p agentule, T‘gi:r,-"génismele sau oficiile
infiintate de acestea, sau primite din partea unor\sgfgfgn‘”éjaﬁ/a organizatiilor

internationale in acest context.

Pirtile sunt constiente de faptul cd accesul la astfel de informatii clasificate si schimburile
de astfel de informatii impun maésuri de securitate corespunzétoare pentru protectia

acestora,

CONVIN DUPA CUM URMEAZA:
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ARTICOLUL 1
Scopul prezentului acord este de a asigura protectia de catre parti a informatiilor clasificate:

(a) care provin de la institutiile Uniunii Europene sau de la agentii, organisme sau oficii

infiintate de acestea si care sunt furnizate partilor sau schimbate cu acestea,

(b) care provin de la pérti si sunt furnizate institutiilor Uniunii Europene sau agentiilor,

organismelor sau oficiilor infiintate de acestea, sau schimbate cu acestea,

(c) care provin de la pérti pentru a fi furnizate sau schimbate intre ele in interesul Uniunii
Europene si sunt marcate pentru a indica fa;}ulc&ﬁe\oblectul prezentului acord,

‘} [ ‘.y!"\., N
Vi \

(d) care sunt primite de institutiile Uniunii Eltgope%e »

infiintate de institutiile Uniunii Euro ene\&f rtca urio: s'ftate terte sau a unor organizatii
p 1 part g

internationale si sunt furnizate partilor sau scﬁ'mbaﬁte’cﬁ'acestea

ARTICOLUL 2

in sensul prezentului acord, prin ,,informatii clasificate” se intelege orice informatii sau materiale,
sub orice forma, a céror divulgare neautorizati ar putea aduce prejudicii de diverse grade intereselor
Uniunii Europene sau ale unuia sau mai multor state membre §i care poartd unul dintre urmétoarele
marcaje de clasificare UE sau un marcaj de clasificare corespunzitor, astfel cum este previzut in

anexa:
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. TRES SECRET UE/EU TOP SECRET”. Acest marcaj se aplica acelor informatii si
materiale a ciror divulgare neautorizata ar putea aduce prejudicii de o gravitate
exceptionald intereselor esentiale ale Uniunii Europene sau ale unuia sau mai multor state
membre.

,SECRET UE/EU SECRET ” Acest marcaj se aplica acelor informatii i materiale a céror
divulgare neautorizati ar putea prejudicia grav interesele esentiale ale Uniunii Europene
sau ale unuia sau mai multor state membre.

,,CONFIDENTIEL UE/EU CONFIDENTIAL”. Acest marcaj se aplica acelor informatii i

) ¢ RES \
,RESTREINT UE/EU RESTRICTED . Acest mgicaj S¢-aplica

materiale a caror divulgare neautorizata ar putea fi' defavoareg.intereselor Uniunii

0

“acelor informatii si

Europene sau ale unuia sau mai multor state membre.

ARTICOLUL 3

(1) Pirtile iau toate misurile corespunzitoare, in conformitate cu actele cu putere de lege si actele

administrative nationale, pentru a asigura ca nivelul de protectie conferit informatiilor clasificate

care fac obiectul prezentului acord este echivalent cu cel atribuit prin normele de securitate ale

Consiliului Uniunii Europene pentru protectia informatiilor UE clasificate care poart3 un marcaj de

clasificare corespunzitor, astfel cum este prevazut in anexa.
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@)

Nicio dispozitie a prezentului acord nu aduce atingere actelor cu putere de lege sau actelor

administrative nationale ale pértilor privind accesul public la documente, protectia datelor cu

caracter personal sau protectia informatiilor clasificate.

3

Pirtile notificd depozitarului prezentului acord orice modificari aduse clasificérilor de

securitate prevazute in anexd. Articolul 11 nu se aplici acestor notificari.

(D

ARTICOLUL 4

Fiecare parte se asigurd cd informatiile clasificate furnizate sau schimbate in temeiul

prezentului acord nu sunt:

(2)

(b)

(©)

@)

clasificate la un nivel de clasificare inferior sau declasificate fara acordul scris prealabil al

emitentului;

folosite pentru alte scopurl decat cele stabilite de emltent

divulgate niciunui stat ter{ sau niciunei orgaml i mterna;lonale fard acordul scris prealabil al

emitentului si fird un acord sau o intelegere co{espun\zétoarc ermd protectia informatiilor

clasificate cu statul tert sau organizatia mtematlomﬂ%’r nc _ uza

Principiul acordului emitentului se respecti de cétre toate partile, in conformitate cu cerintele

constitutionale, actele cu putere de lege si actele administrative nationale.
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ARTICOLUL 5

(1) Fiecare parte se asigura ci accesul la informatii clasificate se acordé in baza principiului

,hecesititii de a cunoaste”.

(2) Pirtile garanteaza cé accesul la informatii clasificate care contin un marcaj de clasificare
CONFIDENTIEL UE/EU CONFIDENTIAL, un marcaj superior sau un marcaj de clasificare
corespunzitor, astfel cum figureaza in anexa, se acordd numai persoanelor care detin un certificat de
securitate corespunzator sau care sunt autorizate in mod corespunzator prin alte mijloace, in virtutea
functiilor pe care le detin, in conformitate cu actele cu putere de lege si actele administrative

nationale.

(3) Fiecare parte se asigura c3 toate persoanele cdrora li se acorda acces la informatii clasificate
sunt informate cu privire la responsabilitatea lor de a proteja aceste informatii in conformitate cu

reglementirile de securitate corespunzitoare.

(4) La cerere, pirtile, in conformitate cu actele cu putem(ﬁéhge si‘actole administrative
O - QRN

. n e . . - . & ee T T n . o .
nationale, isi oferd asistentd reciprocd in efectuarea inves gatl r.de securitate in vederea eliberarii
{2 g

certificatelor de securitate. )

. At
v

\j\(,},\s g
\\' 5

o

(5) In conformitate cu actele cu putere de lege si actele adminisﬁaﬁve nationale, fiecare parte se
asigura ca orice entitate aflati sub jurisdictia sa care este susceptibild de a primi sau emite
informatii clasificate detine autorizarea de securitate corespunzitoare §i este in mésura si asigure
protectia necesard pentru nivelul de securitate respectiv, astfel cum este previazut la articolul 3

alineatul (1).

(6) In cadrul prezentului acord, fiecare parte poate recunoaste certificatele de securitate a

personalului si certificatele de securitate industriald emise de altd parte.
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ARTICOLUL 6

Pirtile se asigurd ca toate informatiile clasificate care fac obiectul prezentului acord transmise,
schimbate sau transferate in cadrul sau intre oricare dintre acestea sunt protejate in mod

corespunzitor, astfel cum este previazut la articolul 3 alineatul (1).

ARTICOLUL 7

Fiecare parte se asigurd c# sunt puse in aplicare mésuri corespunzitoare pentru protectia, astfel cum

este prevazut la articolul 3 alineatul (1), a informatiilor clasiﬁcm/q‘gxilucrate stocate sau transmise
‘\NIA

prin sistemele de comunicatii §i informatice. Astfel de masugj a§’igura con dentlalltatea integritatea

si disponibilitatea informatiilor clasificate si garanteazi, ac l@ urid te cazui nerepudierea i

ital "§1 trasabilitate a

autenticitatea acestora, precum $i un nivel corespunzétor de’\ifﬂ‘qul

'~.\.

actiunilor legate de informatiile respective. R

ARTICOLUL 8

Partile i5i furnizeaza reciproc, la cerere, informatii relevante privind normele si reglementirile

respective In materie de securitate.
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ARTICOLUL 9

(1) Partile iau toate méasurile corespunzitoare, in conformitate cu actele cu putere de lege si actele
administrative nationale, pentru a investiga cazurile in legéturi cu care se cunoaste sau exista
motive rezonabile de a suspecta ca informatiile clasificate care intra sub incidenta prezentului acord

au fost compromise sau pierdute.

(2) O parte care descoperd compromiterea sau pierderea unei informatii clasificate informeaza
imediat emitentul, prin canalele adecvate, cu privire la producerea acestui incident si, ulterior,
ingtiinteaza emitentul cu privire la rezultatele finale ale investigatiei si la masurile de remediere
adoptate pentru a preveni repetarea. La cerere, oricare alté parte interesatd poate oferi asistenta

pentru investigatii.

(1) Prezentul acord nu afecteaza acordurile sau intelegétile ¢
b A\

W
i\

schimbul de informatii clasificate incheiate de oricare dmt{g partr.”

"N,
WA
RN

(2) Prezentul acord nu impiedic partile sa incheie alte acorduri sau intelegeri privind protectia si
schimbul de informatii clasificate emise de acestea, cu conditia ca astfel de acorduri si intelegeri sa

nu contravind prezentului acord.

ARTICOLUL 11

Prezentul acord poate fi modificat prin acordul scris intre parti. Orice modificare intrd in vigoare in

urma notificarii in temeiul articolului 13 alineatul (2).
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ARTICOLUL 12

Orice diferend intre doud sau mai multe pérti referitor la interpretarea sau aplicarea prezentului

acord se solutioneazd prin consultiri intre partile in cauza.

ARTICOLUL 13

(1) Partile notificd Secretarului General al Consiliului Uniunii Europene incheierea procedurilor

interne necesare intrérii in vigoare a prezentului acord.

(2) Prezentul acord intra in vigoare in prima zi a celei de a doua luni dupa notificarea Secretarului
General al Consiliului Uniunii Europene privind incheierea procedurilor interne necesare intrérii in
vigoare a acordului de catre ultima parte care a luat aceastd masura.

in calitat&de depozitar al

P
R

&
prezentului acord, care se publica in Jurnalul Oficial al Uniu %Eurff ene. V)

S
e
//. P A /-\\\\

(3) Secretarul General al Consiliului Uniunii Europene actio

ARTICOLUL 14

Prezentul acord este redactat intr-un singur exemplar original in limbile bulgar3, ceh, daneza,
engleza, estond, finlandez3, francezd, germana, greacd, irlandez3, italiand, letond, lituaniana,
maghiara, malteza, olandez, polond, portughezi, romand, slovacd, slovend, spaniola si suedezi,

toate aceste doudzeci §i trei de texte fiind egal autentice.

DREPT CARE, subsemnatii reprezentanti ai guvernelor statelor membre, reuniti in cadrul

Consiliului, au semnat prezentul acord.
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Echivalenta clasificarilor de securitate

ANEXA

UE TRES SECRET SECRET UE CONFIDENTIEL UE RESTREINT UE
UE/EU TOP SECRET |EU SECRET EU CONFIDENTIAL |EU RESTRICTED
Tres Secret (Loi Secret (Loi Confidentiel (Loi d ta d .
Belod 11.12.1998) 11.12.1998) 11.12.1998) a 5¢ vedea nota de ma
clgia Zeer Geheim (Wet Geheim (Wet Vertrouwelijk (Wet Jos
11.12.1998) 11.12.1998) 11.12.1998)
Bulgaria CTporo cekpeTHo CekpeTHo [Mosepurenno 3a cayebHo
TNOJ3BaHe
lé:ﬁ;blwa PHsné tajné Tajné Diivémé Vyhrazené
Danemarca | Yderst hemmeligt Hemmeligt Fortroligt Til tjenestebrug
VS — NUR FUR
Germania STRENG GEHEIM GEHEIM VS:— VERTRAULICH {DEN
DIENSTGEBRAUCH
Estonia Tiiesti salajane Salajane KonfideptSaane,. Piiratud
Irlanda Top Secret Secret Coqﬁé}éﬂtial, . TEN |Restricted
T ol o :
Grecia Axpog Andpprito Amdppnro Emn\" {gavt g:%g);omg
Abr: AATI Abr: (AIT) Abr:’ \EM) Abr: (ITX)
. AR DIFUSION
Spania SECRETO RESERVADO |CONFIDEN LIMITADA
Franta Trés Secret Défense | Secret Défense | Confidentiel Défense asg vedea nota de mai

jos®

Diffusion restreinte / Beperkte Verspreiding nu reprezintd o clasificare de securitate in Belgia.

Belgia utilizeazd si protejeazd informatiile ,RESTREINT UE/EU RESTRICTED” intr-un
mod care nu este mai putin strict decat standardele si procedurile descrise in normele de
securitate ale Consiliului Uniunii Europene.

Germania: VS = Verschlusssache.
Franta nu foloseste clasificarea ,,RESTREINT” in sistemul sdu national. Franta utilizeaza si

protejeazd informatiile clasificate ca ,,RESTREINT UE/EU RESTRICTED” intr-un mod care
nu este mai putin strict decat standardele si procedurile descrise in normele de securitate ale
Consiliului Uniunii Europene.
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UE TRES SECRET SECRET UE CONFIDENTIEL UE |RESTREINT UE
UE/EU TOP SECRET |EU SECRET EU CONFIDENTIAL |EU RESTRICTED
Italia Segretissimo Segreto Riservatissimo Riservato
Cipru Axpwg Andppnto Anbppnro Epmotevtikd g;%ﬁ);cpz'vng
:(AA : Abr:
Abr: (AAII) Abr: (AIT) Abr: (EM) Abr: (TTX)
Letonia Seviski slepeni Slepeni Konfidenciili Dienesta vajadzibam
Lituania VisiSkai slaptai Slaptai Konfidencialiai Riboto naudojimo
Luxemburg | Tres Secret Lux Secret Lux Confidentiel Lux Restreint Lux
Ungaria Szigorian titkos! Titkos!. Bizalmas! Ko.rlato’zo"tt
terjesztésii!
Malta L-Oghla Segretezza  |Sigriet Kunfidenzjali Ristrett
- Dep.
Tarile de Jos |Stg. ZEER GEHEIM |[Stg. GEHEIM Stg. CONFIDENTIEEL VERTROUWELLIK
Austria Streng Geheim Geheim Vertraulich Eingeschrénkt
Polonia Scisle Tajne Tajne Poufne Zastrzezone
Portugalia - | Muito Secreto Secreto Confidencial Reservado
s Strict secret de . .
Romania importanti deosebita Strict secret Secret de serviciu
Slovenia Strogo tajno Tajno Interno
Slovacia Prisne tajné Tajné Vyhradené
X KAYTTO
. ERITTAIN SALAINEN RAJOITETTU
Finlanda [ SALAINEN HEMLIG BEGRANSAD
YTTERST HEMLIG KONFIDENTIELL TILLGANG
HEMLIG/TOP HEMLIG/SECR |(HEMLIG/CONFIDENT |HEMLIG/RESTRICT
SECRET ET IAL ED
Suedia! HEMLIG AV HEMLIG HEMLIG HEMLIG
uedia SYNNERLIG
BETYDELSE FOR
RIKETS SAKERHET
Regatul Unit | Top Secret Secret Confidential Restricted
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CseraBeHo B Bpiokcen Ha BafeceT M NeTH Mail ABe XWIAAN H €AUHANECeTa FOAWHA.
Hecho en Bruselas, el veinticinco de mayo de dos mil once.

V Bruselu dne dvacétého patého kvétna dva tisice jedendct.

Udferdiget i Bruxelles den femogtyvende maj to tusind og elleve.

Geschehen zu Briissel am fiinfundzwanzigsten Mai zweitausendelf.

Kahe tuhande tiheteistkiimnenda aasta maikuu kahekiimne viiendal paeval Briisselis.
‘Evwve onig BpuEérdeg, omig eikoot névte Maiov 800 yiAddeg Evreko.

Done at Brussels on the twenty-fifth day of May in the year two thousand and eleven.
Fait 4 Bruxelles, le vingt-cinq mai deux mille onze.

Ama dhéanamh sa Bhruiséil, an cuigiu 14 is fiche de Bhealtaine an bhliain dha mhile agus a haon déag,
Fatto a Bruxelles, addi venticinque maggio duemilaundici.

Briselg, divi tiiksto$i vienpadsmita gada divdesmit piektaja mai' T

Priimta du tiikstanéiai vienuolikty mety geguZés dvide$im /6enktj,d'¢nq Brruselyje

Kelt Briisszelben, a kétezer-tizenegyedik év majus huszon todlic

Maghmul fi Brussell, fil-hamsa u ghoxrin jum ta’ Mejju taMgna. ¢Ife_]nu"hdax

Gedaan te Brussel, de vijfentwintigste mei tweeduizend elf. S
Sporzadzono w Brukseli dnia dwudziestego piatego maja roku dwa tysiace jedenastego.

Feito em Bruxelas, em vinte ¢ cinco de Maio de dois mil e onze.

intocmit la Bruxelles la doudzeci i cinci mai dous mii unsprezece.

V Bruseli diia dvadsiateho piateho mdja dvetisicjedenast’

V Bruslju, dne petindvajsetega maja leta dva tiso& enojst.

Tehty Brysselissi kahdentenakymmenenteniviidentend piivini toukokuuta vuonna kaksituhattayksitoista.

Som skedde i Bryssel den tjugofemte maj tjugohundraelva,
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Voor de Regering van het Koninkrijl Bepié
Pour {e gouvernement du Royaume dig F elgéqué:’,

Fiir dic Regicrung des Konigreichs Belgien

Za vadu Ceské republiky

/%ﬁ Ly
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T
Fir die Regiefung dey Bundesrepublik Deutschland- |
. /

! ™
/ el

Eesti Vabariigi valitsuse nimel

Thar ceann Rialtas na hFircann
For the Government of lreland

7

' oy KoBégvinon tig EMavixiig Anpox
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Por el Gobierno dgtReino de Espaiia

.
S,

7

¢

Pour le gouvernement de la République frangaise

Per il Governo della R/cpubb]ica italiana
. !

/ :
Ea e o

I'a mv KoBépynon mg Kurpuoeis Anpoxpartiag

}

B

5

2
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Latvijas Republikas valdibas virda

Pour te gouvernement du Grand-Duché de Luxembourg

A Magyar Kozlarsasag kormanya részérol
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Ghall-Gvern ta' Malta

)

Voor de Regering van het Koninkrijk der Nederlanden

o VolSL
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i
Pelp G(&vcmo da Republica Portuguesa

|

7
Za vladgaRc;{)ukac Slovenije
/ N

&

Za vladu Stovenskej republiky

i (Lo

PCIIX 12

O s

S e S e




o

R

Zij

SN

s

Suomen tasavallan hallituksen puolesta
For Republiken Finlands regering

For the Government of the United Kingdom of Gireat Britain and Northern Ireland

/Lo 7Y e,
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AHIL LERCT
<t Yue precede ©
sdehiozi 1ext je ov

EPTHO KOITHE Ha OPUTHHANA, ACHO3HPEH B apxuBnTe Hu [enepannug cexperaprat #a Cheta 3 Bprosce
wpia certificada conforme def original depositado en los archivos de la Sceretaria General del Consejo ¢
enyim opisem origindlu uiozeného v archivu Generalniho sekretaridtu Rady v Bruselu.

Foranstiende tekst or en bekratier genpart af originaldokumentet deponeret i Radets Generalsekretariats arkiver i Bruxelles.
Der vorsichende Text ist eine beg,!aublgu Abschirift des Ori ginals, das int Archiv des Generalsekretariats des Rates in Britsse! hinierlegt ist,
Lelnev tekst on tdestatud koopia originaalist, mis on antud hoiule ndukogu peasekretariaadi arhiivi Brissehs

Yo uvwrtépe xeipevo sivur aepiBig aviiypapo 100 TpeToTiney Ton sivis kutatedeqmdvo ate apyeio ™y Vanxdg Dpaipatoiog wou
LwBovkiov o1 Bpolehas,

The preceding text is a certified true copy of the ungtml deposited in the archives of the General Secretariat of the Council in Brussels,
fe texie gul pxuuiu est unte copie cerfifide confunme 4 loriginal déposé dans les avchives du Secrétanat Géndral du Conseil & Bruxelies.
Is coip dhilis dhennhnithe ¢ an téacs roimbe seo den scribhinn bhunaidh a taisceadh 1 geartlann Ardrinafocht na Combairle sy Bhruiséil,
1 este che pre ¢ copia certificata contorme all'originate depositato negli archivi del Segretariato generale del Consiglio a Bruxelies
\ : ccindta kopija. kas atbilst originalam, kurs deponéts Padomes Generalsekretartita arhivos Briselg,

1as ts,kﬂl:b ¥ia I.u\hos, generalinio sekretoriate archyvuose Briuselyje deponuoto originalo paivirtinta kopija.

et eredeti pelds hiteles m.xsn fatu.

.\rl iv]i tas-Segretanal Geng:
ande tekst is het voor u.nvuxduu‘ Pt:\&dJl‘lTlt‘lkl alsuham van het originecl, m.du vug,;.qm
van de Ruad 1e Brossel.

eszy teksi jest hopig peswinderong za 2g0dnosc 2 oryginuder 7lozonym w archiwum Scky ;
iento qae p'.wcd\ usa copin awtenticada do onginal deusxlm.o o3 a.qun 08 do \curua u:ﬂm(v
wnienor conslituie o copie certificatd pentru conformitae

n Brusedas.

Predehadaajier text je vverenou kdpiou origindlu, ktory § Je aloZzeny v archivoch Generahneho sekbay
Zgorne besedilo je ovu;uu \»mdosmjnd kopija izvirnika, ki je deponiran v arhiva Generalnega ¢
Edelld oleva teksti on oikeaksi wdistettu jiljennds Brysselissd olevan neuvoston padsihteeriston arkistoos ]
Ovanstdende text & en bestyrkt avskeift av det original som deponerats i radets generalsekretariats arkiv i Bryssei

Lprokees,
Bruseius,
Brusei,
Bruxeties, den
linx\\u den

15 -06- 2011

R CEXPETAp KA Conera na Esponeficsns cbion
cretario General det Conscio de Is Union E aroped
Za :.n]nmo tajemnika Rady Evropské unic
S ]YL‘I&"“'l for Rader for Den K uropaeiske Union
des Rales der Buropgischen Unien
vopa Lnd.x \mi ogu peasckretdri nimel
e oy Pevikd Upapuaré tov Lopfovrion mg Eupuaaicis Evaoong
For the Secretary-General of the Council of the European Union
Pour le Seerétaire général du Conseil de {'Union curopéenne
Thar ceann Ardrt’mai C homhairi e ann Aontais Yorp;:igh
Perii § igh
Eirop

UrGPOS Sa;ung‘ § lanhus gynuahn am 5»krc1cn i

wopai Usid Tanacsanak t'()fi!k'.’im ncvében
) \r."'crnriu (j‘c.m:r ! i

L. SCHIAVO
Directeur Géndral adioint

g

ﬂ
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AGREEMENT
BETWEEN THE MEMBER STATES OF THE EUROPEAN UNION,
MEETING WITHIN THE COUNCIL,
REGARDING THE PROTECTION OF CLASSIFIED INFORMATION
EXCHANGED IN THE INTERESTS OF THE EUROPEAN UNION
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TH1¢ REPRESENTATIVES OF THE GOVERNMENTS OF THE MEMBER STATES OF THE
1{LIROPEAN UNION, MEETING WITHIN THE COUNCIL,

Whereas:

(n

(1)

The Member States of the European Union (hereinafter referred to as "the Parties")
recognise that full and effective consultation and cooperation may require the exchange of
classified information among them in the interests of the European Union, and between
them and European Union institutions or agencies, bodies or offices established by the

latter.

The Parties share the common desire to contribute to putting in place a coherent and
comprehensive general framework for the protection of classified information originating
in the Parties in the interests of the European Union, in European Union institutions, or in
agencies, bodies or offices established by the !_gtte,r—gg;;:yne\cpived from third States or

international organisations in this context. /

The Parties are conscious that access to and exchanges of such classified information

require appropriate security measures for its protection,

[TAVIE AGREED AS FOLLOWS:
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ARTICLE 1
The purpose of this Agreement is to ensure the protection by the Parties of classified information:

(a) originating in European Union institutions, or in agencies, bodies or offices established by

the latter and provided to or exchanged with the Parties;

(b) originating in the Parties and provided to or exchanged with European Union institutions,

or agencies, bodies or offices established by the latter;

(c) originating in the Parties in order to be provided or exchanged between them in the

interests of the European Union and marked to indicate that it is subject to this Agreement;

(d) received by European Union institutions or agencies, bodies or offices established by the
latter from third States or international organisations and provided to or exchanged with

the Parties.

ARTICLE 2

For the purposes of this Agreement, "classified information" shall mean any information or

material, in any form, the unauthorised disclosure of which could cause varying degrees of
prejudice to the interes’ts‘:vof the-'?uropéan Union, or of one or more of the Member States, and which
bears one of the follov@ifr_}g EU (;lassiﬁcation markings or a corresponding classification marking as

set out in the Annex:
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"TRES SECRET UE/EU TOP SECRET". This marking is applied to information and
material the unauthorised disclosure of which could cause exceptionally grave prejudice to

the essential interests of the European Union or of one or more of the Member States.

"SECRET UE/EU SECRET". This marking is applied to information and material the
unauthorised disclosure of which could seriously harm the essential interests of the

Furopean Union or of one or more of the Member States.

"CONFIDENTIEL UE/EU CONFIDENTIAL". This marking is applied to information and
material the unauthorised disclosure of which could harm the essential interests of the

liuropean Union or of one or more of the Member States.

"RESTREINT UE/EU RESTRICTED". This marking is applied to information and
material the unauthorised disclosure of which could be disadvantageous to the interests of

the European Union or of one or more of the Member States.

ARTICLE 3

. I'he Partics shall take all appropriate measures in accordance w1th thelr :respectlve national
Inws and regulations to ensure that the level of protection afforded to cla551ﬁed :mformatlon subject
(o this Agreement is equivalent to that afforded by the security rules of the Councﬂ of the European
Union for protecting EU classified information bearing a corresponding classification marking as

sel out in the Annex.
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2. Nothing in this Agreement shall cause prejudice to the national laws and regulations of the
Parties regarding public access to documents, the protection of personal data or the protection of
classified information.

3.  The Parties shall notify the depositary for this Agreement of any changes to the security
classifications set out in the Annex. Article 11 shall not apply to such notifications.

ARTICLE 4

1.  Each Party shall ensure that classified information provided or exchanged under this

Agreement is not:

(a) downgraded or declassified without the prior written consent of the originator;

(b) used for purposes other than those established by the originator;

(c) disclosed to any third State or intematigr}al organisation without the prior written consent of
the originator and an appropriath agreemerﬁor arrangement for the protection of classified

information with the third State-or intemationéil_ organisation concerned.

2. The principle of originator conserit shall be respected by each Party in accordance with its

constitutional requirements, national laws and regulations.
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ARTICLE 5

.  Each Party shall ensure that access to classified information is granted on the basis of the

need-to-know principle.

2. 'The Parties shall guarantee that access to classified information bearing the classification
marking CONFIDENTIEL UE/EU CONFIDENTIAL or above or a corresponding classification
muarking as set out in the Annex is granted only to individuals who hold an appropriate security
clearance or who are otherwise duly authorised by virtue of their functions in accordance with

nutional laws and regulations.

3. Bach Party shall ensure that all individuals granted access to classified information are
informed of their responsibilities to protect such information in accordance with the appropriate

sceurity regulations.

4,  Upon request, the Parties shall, in accordance with their respective national laws and
regulntions, provide mutual assistance in carrying out security investigations relating to security

¢lenrances.

5. Inaccordance with its national laws and regulations, each Partyshall ,ens{'ﬁre that any entity
under its jurisdiction which may receive or generate classified infodﬁatidh is'_pppropriately security
¢lenred and is capable of providing suitable protection, as provided for in ArticleS(I), at the

appropriate security level.

(. Within the scope of this Agreement, each Party may acknowledge the personnel and facility

security clearances issued by another Party.
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ARTICLE 6

The Parties shall ensure that all classified information within the scope of this Agreement
transmitted, exchanged or transferred within or between any of them shall be appropriately

protected, as provided for in Article 3(1).

ARTICLE 7

Each Party shall ensure that appropriate measures are implemented for the protection, as provided
for in Article 3(1), of classified information processed, stored or transmitted in communication and
information systems. Such measures shall ensure the confidentiality, integrity, availability and,
where applicable, non-repudiation and authenticity of classified information as well as an

appropriate level of accountability and traceability of "'ééﬁéh_s in relation to that information.

ARTICLE 8

The Parties shall provide one another, upon request, with relevant information about their respective

security rules and regulations.
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ARTICLE 9

I.  The Parties shall take all appropriate measures, in accordance with their respective national
laws and regulations, to investigate cases where it is known or where there are reasonable grounds
for suspecting that classified information within the scope of this Agreement has been compromised

or lost,

2. A Party which discovers a compromise or loss shall, through the appropriate channels,
immediately inform the originator of such an occurrence and subsequently inform the originator of
the final results of the investigation and of the corrective measures taken to prevent a recurrence.

Upon request, any other relevant Party may provide investigative assistance.

ARTICLE 10

I.  T'his Agreement shall not affect existing agreements or arrangements on the protection or

exchange of classified information entered into by any Party.
2. 'I'his Agreement shall not preclude the Parties from entering into other agreements or

arrungements relating to the protection and exchange of classified information originated by them,

provided that such agreements or arrangements do not conflict with this Agreement.

ARTICLE 11

t'his Agreement may be amended by written agreement between the Par'tiéé'.r'Aﬁj}"'émendment shall

enter into force upon notification pursuant to Article 13(2).
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ARTICLE 12

Any dispute between two or more Parties relating to the interpretation or application of this

Agreement shall be settled through consultations between the Parties concerned.

ARTICLE 13

1. The Parties shall notify the Secretary-General of the Council of the European Union of the

completion of the internal procedures necessary for the entry into force of this Agreement.

2. This Agreement shall enter into force on the first day of the second month following

notification to the Secretary-General of the Council of the European Union of the completion of the

internal procedures necessary for its entry into force by the last Party to take this step.

3. The Secretary-General of the Council of the European Union shall act as depositary for this
Agreement which shall be published in the Official Journal of the European Union.

ARTICLE 14

This Agreement is drawn up in a single original in the Bulgarian, Czech, Danish, Dutch, English,

Estonian, Finnish, French, German, Greek, Hungarian, Irish, Italian, Latvian, Lithuanian, Maltese,

Polish, Portuguese, Romanian, Slovak, Slovenian, Spanish and Swedish languages, all twenty-three

texts being equally authentic.

IN WITNESS WHEREOF, the undersigned Representatives of the Governments of the

Member States, meeting within the Council, have signed this Agreement.
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Done at Brussels on the ... day of ...in the year two thousand and ...

For the Government of the KINGDOM OF BELGIUM,

For the Government of the REPUBLIC CF BULGARIA,

For the Government of the CZECH REPUBLIC, |

For the Government of the KINGDOM OF DENMARK,

For the Government of the FEDERAL REPUBLIC OF GERMANY,
IFor the Government of the REPUBLIC OF ESTONIA,

l'or the Government of IRELAND,

J'or the Government of the HELLENIC REPUBLIC,

FFor the Government of the KINGDOM OF SPAIN, “

I‘or the Government of the FRENCH REPUBLIC,
l‘or the Government of the ITALIAN REPUBLIC,

FFor the Government of the REPUBLIC OF CYPRUS,
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For the Government of the REPUBLIC OF LATVIA,

For the Government of the REPUBLIC OF LITHUANIA,

For the Government of the GRAND DUCHY OF LUXEMBOURG,
For the Government of the REPUBLIC OF HUNGARY,

For the Government of MALTA,

For the Government of the KINGDOM OF THE NETHERLANDS,

For the Government of the REPUBLIC OF AUSTRI Ao
For the Government of the REPUBLIC OFPOLAND’
For the Government of the PORTUGUESE R]E;i;lngLIC,
For the Government of ROMANIA,

For the Government of the REPUBLIC OF SLOVENIA,
For the Government of the SLOVAK REPUBLIC,

For the Government of the REPUBLIC OF FINLAND,
For the Government of the KINGDOM OF SWEDEN,

For the Government of the UNITED KINGDOM OF GREAT BRITAIN AND
NORTHERN IRELAND
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Equivalence of security classifications

ANNEX

EU TRES SECRET SECRET UE/ CONFIDENTIEL UE/ |RESTREINT UE/
UE/EU TOP SECRET {EU SECRET EU CONFIDENTIAL |EU RESTRICTED
Trés Secret (Loi Secret (Loi Confidentiel (Loi
Beloium 11.12.1998) 11.12.1998) 11.12.1998) 12 below!
&l Zeer Geheim (Wet Geheim (Wet Vertrouwelijk (Wet rota becow
11.12.1998) 11.12.1998) 11.12.1998)
Bulgaria CTporo cexpeTHo CexpeTHO Iloseputemo 3a ciyxe6Ho noi3BaHe
Czech X et ., o . .
Republic Prisné tajné Taj né Divérné Vyhrazené
Denmark Yderst hemmeligt Hemmeligt Fortroligt Til tjenestebrug
VS — VS — NUR FUR DEN
Germany  |STRENG GEHEIM | GEHEIM VERTRAULICH DIENSTGEBRAUCH
Estonia Tiiesti salajane Salajane Konfidentsiaalne Piiratud
Ireland Top Secret Secret Confidential Restricted
G Axpug AToppnto Améppnro Epmotevtkod Iepropropévng Xprong
reece Abr: AATI Abr: (AIT) Abr: (EM) Abr: (ITX)
. DIFUSION
Spain SECRETO RESERVADO CONFIDENCIAL LIMITADA
France Trés Secret Défense Secret Défense Conﬁd’éi_htiel Défense |nota below®

2 ih

Diffusion Restreinte / Beperkte Verspreiding is not a security classification in Belgium.

Belgium handles and protects "RESTREINT UE/EU RESTRICTED" information in a manner
no less stringent than the standards and procedures described in the security rules of
the Council of the European Union.

Germany: VS = Verschlusssache.
France does not use the classification "RESTREINT" in its national system. France handles

and protects "RESTREINT UE/EU RESTRICTED" information in a manner no less stringent
than the standards and procedures described in the security rules of the Council of the
European Union.
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EU TRES SECRET SECRET UE/ CONFIDENTIEL UE/ |RESTREINT UE/
UE/EU TOP SECRET |EU SECRET EU CONFIDENTIAL [|EU RESTRICTED
Italy Segretissimo Segreto Riservatissimo Riservato
Cyprus Axpwg AndppnTo Amdppnro Epmotevtikd g;ﬁlﬁf” EVns
Abr: (AAID) Abr: (AID) Abr: (EM) Abr: (TIX)
Latvia Seviski slepeni Slepeni Konfidenciali Dienesta vajadzibam
Lithuania Visiskai slaptai Slaptai Konfidencialiai Riboto naudojimo
Luxembourg | Trés Secret Lux Secret Lux Confidentiel Lux Restreint Lux
. . . . Korlatozott
; ! ! !
Hungary Szigoruan titkos! Titkos! Bizalmas! terjesztést
Malta L-Oghla Segretezza Sigriet Kunfidenzjali Ristrett
Stg. Dep.
Netherlands |Stg. ZEER GEHEIM |Stg. GEHEIM CONFIDENTIEEL VERTROUWELDK
Austria Streng Geheim Geheim Vertraulich Eingeschrinkt
Poland Scisle Tajne Tajne . |Poutne Zastrzezone |
Portugal Muito Secreto Secreto Conﬁdenmal Reservado
Romania Stnct secre} de ... |Strict secret Sec g Secret de serviciu
importan(Ja deosebitd
Slovenia Strogo tajno Tajno W Zaupno Interno
Slovakia Prisne tajné Tajné Doverné Vyhradené
% KAYTTO
} ERITTAIN SALAINEN LUOTTAMUKSELLI RAJOITETTU
Finland SALAINEN HEMLIG NEN BEGRANSAD
] YTTERST HEMLIG KONFIDENTIELL TILLGANG
HEMLIG/TOP SECRET
HEMLIG AV
chdcn' SYNNERLIG ) ggm}:;g/SECRET gléh&liIGéCONFIDENTIAL ggmﬁg/RESTRICTED
BETYDELSE FOR
o RIKETS SAKERHET
l,J !m‘:d Top Secret Secret Confidential Restricted
Kingdom

and the markings in the bottom row by other authorities.
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Sweden: the security classification markings in the top row are used by the defence authoritics
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